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Within the microelectronics industry, there is a growing concern regarding the introduction
of counterfeit electronic parts into the supply chain. Even though this problem is widespread,
there have been limited attempts to implement risk-based approaches for testing and supply
chain management. Supply chain risk management tends to focus on the highly visible dis-
ruptions of the supply chain instead of the covert entrance of counterfeits; thus counterfeit
risk is difficult to mitigate. This article provides an overview of the complexities of the elec-
tronics supply chain, and highlights some gaps in risk assessment practices. In particular, this
article calls for enhanced traceability capabilities to track and trace parts at risk through var-
ious stages of the supply chain. Placing the focus on risk-informed decision making through
the following strategies is needed, including prioritization of high-risk parts, moving beyond
certificates of conformance, incentivizing best supply chain management practices, adoption

of industry standards, and design and management for supply chain resilience.
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1. INTRODUCTION

As supply chains become more globally inter-
connected and complex, they become increasingly
vulnerable to exploitation by counterfeiters. It is
estimated that the total impact of counterfeit and
pirated products for G20 nations was between $455
to $650 billion in 2008, and is projected to grow to
$1.2 to $1.7 trillion in 2015.(Y For example, in 2013,
E.U. customs officials detained approximately 36
million individual counterfeit items, and the United
States made over 28,000 seizures of counterfeit
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shipments, 24 % of which were consumer electronics,
computers, or related accessories.??)

While certain counterfeit products such as phar-
maceuticals have gained world-wide attention, coun-
terfeit electronics have remained relatively ignored
until recently, despite the grave risks that these coun-
terfeits pose. The U.S. Government Accountability
Office (GAO) outlined potential risks to include eco-
nomic losses and health and safety risks.) Due to
the large scope of the electronics industry, and the
increasing interconnectedness of the global supply
chain, there are many different economic sectors and
stakeholders that have the potential to be harmed.
For instance, if a microprocessor is corrupted, then
any number of economic sectors could be at risk, in-
cluding energy, retail, or finance.®

Most critically, counterfeit electronics carry na-
tional security implications.”) In fact, it has been
found that counterfeit electronic parts misrepre-
sented as military grade can be easily purchased on
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the Internet(® and that counterfeits have been found
in U.S. Department of Defense (DoD) supply chains,
including counterfeit memory devices in the mission
computers of missile systems.””) Products in DoD
supply chains are usually designed to have a long ser-
vice length and some frequently exceed the service
length, and in practice, most of the counterfeit parts
are from products that are nearing or have passed
obsolescence.®? The longer these products are in
service the more susceptible they become to counter-
feits. This is due to the increased difficulty in obtain-
ing parts; other, less than optimal, sources are used
for acquisition instead that have a higher probability
of supplying counterfeit parts. Implications of coun-
terfeits in military supply chains include degraded
functionality of weapon systems and infrastructure,
physical harm to troops, and the interception of sen-
sitive data via Trojans and malware.(?)

In January 2012, President Barack Obama
signed the National Strategy for Global Supply
Chain Security,'") which aims to promote the secure
and efficient movement of goods, and to foster a
resilient supply chain. The National Strategy calls
for a robust risk management strategy, including the
identification and prioritization of risks, implemen-
tation of a layered defense, and formulation of an
adaptive approach to respond to evolving threats.
Recently, an Executive Order related to critical
infrastructure cybersecurity was released, again
calling for the development and implementation of
risk-based standards.('?)

Counterfeit detection methods have made great
improvements in their effectiveness, but in order to
keep up with the increasing sophistication of today’s
counterfeits, further improvements in assessing
risk and building resilience are necessary. Past
and current efforts in the anti-counterfeiting arena
include advances in the field of circuit design, such
as DNA marking,('¥) physical unclonable functions
(PUFs),' and various on-chip sensors."® For
instance, similarly to how DNA is used as forensic
evidence in criminal proceedings, DNA marking
technologies involve tagging a label or the part itself
with a unique botanical DNA compound, which can
then be later authenticated via a secure server, and is
virtually impossible to duplicate.(!) Advances have
also been made in testing technologies ranging from
visual inspections to microscopy, X-ray inspection,
and die inspection, although some of these methods
can be destructive.(!®) The Society of Automotive
Engineers (SAE) has a test laboratory standards
development committee (G-19A) that has been
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developing a test methods standard specific to elec-
trical, electronic, and electromechanical (EEE) parts
that has incorporated guidance for conducting a risk
assessment and mitigating actions commensurate
with the identified risk. It is anticipated that the
standard will be published before the end of 2015. In
parallel, best practices in supply chain management
have been discussed, including traceability documen-
tation, distributor selection, obsolescence manage-
ment, incident reporting and information sharing,
and electronic waste disposal methods.”-!®) Criti-
cally, research gaps still remain, primarily in the area
of risk analysis('”?") and technology solutions that
enable more cost-effective solutions to counterfeit
avoidance and detection. Research gaps in risk analy-
sis are partially due to the difficulty in quantifying the
impacts and consequences of counterfeits, necessitat-
ing the use of semi-quantitative methods.") More-
over, counterfeiting is an ever evolving threat; as new
technologies and policies are established, counter-
feiters devise novel methods for escaping detection.
In addition, solutions that provide track and trace
and anti-tamper capabilities in the supply chain can
aid in the establishment of supply chain trust by pin-
pointing the origins of authentic material that has not
been counterfeited or modified. Therefore, to meet
the calls for resiliency and security from the White
House, there is a critical need for analytical methods
to aid in making credible decisions in the absence of
certainty, risk-based test analysis that leads to detec-
tion of counterfeit items with higher confidence and
at lower cost, and strategic risk mitigation efforts.()

2. THE ELECTRONIC,
ELECTROMECHANICAL, AND
ELECTRIC PARTS SUPPLY CHAIN

2.1. Supply Chain Overview

Supply chain management is a fundamental
part of an organization’s strategy and can be very
complex.? In an ideal state, the EEE supply chain
is composed of five major segments—original com-
ponent manufacturers (OCMs), authorized distribu-
tors, circuit board assemblers, prime line replaceable
unit (LRU) contractors and subcontractors, and
the systems producers (Fig. 1). Although this is
the ideal model, it is not always a viable option for
meeting customer delivery requirements. Original
equipment manufacturers (OEMs) have the ability
to purchase components directly from OCMs along
with contract manufactures, master distributors,
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Fig. 1. Supply chain pyramid.

authorized distributors, brokers, and independent
distributors (Fig. 2). Once material is purchased
and received at any of these supply chain channels,
it is not unusual for inventory to be redistributed
interdivisionally or resold back into the market. As
components are transferred and/or resold numerous
times, the ability to trace the material to its origin
becomes increasingly more difficult. The ability to
maintain traceability from even the most reputable
authorized/franchised distributors does not always
exist and increases the likelihood of introducing
counterfeit material into an organization’s supply
chain. It has been determined that the highest risk
for counterfeit materials entering the supply chain
is through the broker and independent distributor
marketplace.

When reviewing the supply chain pyramid
(Fig. 1), it is the third tier (circuit card assembler)
that typically integrates EEE components; however,
it is not uncommon for large OEMs and contract
manufacturers to procure EEE components also.
Maintaining traceability within an organization is
also vital for counterfeit prevention as it is com-
mon practice for inventory to be transferred both
interdivisionally or between the OEMs and contract
manufacturers who are assembling the circuit cards
on behalf of the OEMs. Lack of capabilities to trace
material within an organization can harm multiple
product lines within an organization if counterfeit
material is transferred and consumed.

Tierl
Systems
Producer

Tier2
LRU Producer

Tier3
Circuit Card Assembler

Tier4
Authorized Distributors

Tier5
Original Component Manufacturer (OCM)

For the aerospace industry at large, once inven-
tory is received and passes inspection, it is typically
considered acceptable under the organization’s qual-
ity system. Current supply chain practices do not re-
quire traceability/documentation above and beyond
current documentation practices such as purchase
order history along with lot/batch and date code
information for such purchases. Additionally, paper
documentation (e.g., certificates of conformance,
packing lists, and test documentation) are typically
filed in the archives and stored in accordance with
the organization’s records information management
policy. The paperwork is not typically linked with
the physical batch/shipment of parts and has a
retention period associated with the receipt of goods
versus the consumption, when the products may
be used many years after the organization’s record
retention period. After the record retention period
has elapsed, the paperwork is typically destroyed.
Critically, this paperwork is increasingly subject to
counterfeit along with the parts themselves, and
cannot be taken as a sole guarantee of authenticity.

If purchases are fulfilled and documented
through the OEM or authorized distributor, the
acquired material is considered low risk to an orga-
nization. Outside of space-grade manufacturing, the
majority of organizations only track material to
stores unless traceability to the assembly is required.
If traceability requirements to the end-item assembly
are contractually flowed down to an organization,
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Fig. 2. Conceptual model of the electronics supply chain.

additional tracking may be needed. One identified
path for meeting this requirement is the use of batch
management with configuration controls that track
work-in-progress (WIP) inventory on the factory
floor to the lowest level serialized assembly. The in-
frastructure needed for this requires significant data
storage and physical intervention to ensure appro-
priate recording points in the manufacturing process.
Capital equipment changes may be necessary on the
factory floor to automate recording of lot/date codes
into data systems as material is consumed. All of this
can be extremely labor intensive and costly, ranging
from approximately 3x to 10x the original part cost.

2.2. Sources of Counterfeit Risk

EEE counterfeit part prevention typically con-
sists of supply chain risk management down to

the piece part provider. Industry- and government-
accepted standards on counterfeit avoidance re-
quire use of authorized sources, and when autho-
rized sources are not available, sources of sup-
ply that have verifiable traceability to the original
manufacturer.(?>>)

A significant source of counterfeit EEE parts
is the disposal of electronic waste, often called “e-
waste,” which is generated from discarded elec-
tronic assemblies from businesses and consumers
and harvested from these assemblies in developing
countries.?® Even if developed countries were to
regulate and attempt to control e-waste, develop-
ing countries where the material is harvested have
enough of their own supply of e-waste due to their
own consumption and disposal of material.

One of the most advanced threats of EEE coun-
terfeits are those that are considered “tampered.”
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The SAE G-19A committee defines a tampered
counterfeit part as “a part which has been modified
for sabotage or malfunction.” Parts of this cate-
gory would likely be state sponsored by adversary
countries and could have dangerous or catastrophic
consequences for systems that incorporate them.
Consequences include but are not limited to de-
nial of service of a critical function of the system,
side-channel attacks that enable loss of sensitive or
critical information, premature or latent failure, or
unauthorized access to proprietary data or system
functionality. This category of counterfeit devices
is of particular concern for applications affecting
national security, such as weapon systems, com-
munications systems, or the systems impacting the
critical infrastructure, including power utilities, mass
transportation, and banking. (%)

From the 387 companies and organizations
surveyed by the U.S. Department of Commerce in
a defense industrial base assessment of counterfeit
electronics, the largest percentage of counterfeits
were sold by brokers and independent distributors
where pedigree and traceability to the original man-
ufacturer are often unavailable.”) One reason for the
lack of traceability is because independent distribu-
tors often receive their inventory from OEM surplus
material that is no longer needed for production or
maintenance and repair operations. OEMs sell the
surplus to recover costs of their excess inventory or
the material is consigned to an independent distrib-
utor. Other sources include excess inventory from
contract manufacturers. Contract manufacturers
and OEMs often order components from multiple
sources and commingle the inventory and then sell
this commingled inventory into the open market. As
a result, traceability of this inventory is often difficult
to document and prove.

In addition, selling excess inventory is typically
not the OEM’s or contract manufacturer’s core
business model and done at a loss, which increases
the likelihood of not receiving the necessary infor-
mation for traceability and pedigree to the original
manufacturer. Once the surplus is sold, the inde-
pendent distributor is unlikely to receive additional
surplus of the same item to support ongoing sales.
Many independent distributors will also broker
parts to support their customers and business model
for additional revenue, since inventory sales are
unpredictable. Brokers will shop for parts required
to support their customers from other independent
distributors who are showing stock on the parts
they need. While brokers locate inventory per

customer demand and buy and sell on short order,
independent distributors speculate on inventory.
Many independent distributors also broker parts.

Independent distributors and brokers choose
not to share their source of supply for two reasons.
One, they don’t want to lose competitive advantage
by giving up their source and be cut out of the
transaction as a middleman. They also do not want
to risk losing a future source of ongoing surplus
and sales revenue. Two, they may be restricted by
contract from disclosing the source of the surplus.
OEMs and contract manufacturers may not want
their name associated with the sale of parts from
surplus, which could impact their relationship and
future agreements with their ongoing supplier base.
Since brokers are buying parts without verifiable
traceability and pedigree, the market is ripe for
fraudulent actors to introduce counterfeit parts into
the supply chain through brokers. In addition, inde-
pendent distributors may not have the appropriate
inventory control systems to segregate material that
has pedigree and traceability from material that does
not. In addition, independent distributors may not
have adequate inspection and test capabilities to
detect today’s advanced counterfeits. Even the most
advanced test capabilities cannot authenticate parts
and can be extremely costly and time consuming.
Since their primary business is brokering parts and
selling excess inventory, there is significant risk of
commingled material from multiple sources with
unknown verification, traceability, and pedigree.

The actor that is generally the most susceptible
to counterfeits is the broker. A supply chain can only
be as strong as its weakest link. As such, all of the
brokers in the supply chain might be very trustwor-
thy, but if one link in the supply chain is more sus-
ceptible to counterfeits, then the whole system now
becomes susceptible to counterfeits. Some of the
more “trustworthy” brokers utilize testing labora-
tories to verify the authenticity of their products;
however, many have little or no screening and
verification.

From a risk-based perspective, the most likely
source for receiving counterfeit parts is open market
material acquired from independent distributors and
brokers without verifiable traceability and pedigree
to the original manufacturer. There is still a risk of
receiving counterfeit parts from authorized sources
if they do not have adequate controls to validate
when returned material is not what was originally
sold to the OEM or contract manufacturer. There is
also a risk when the authorized source acquires any



material from the open market and commingles these
parts without traceability and pedigree in their in-
ventory. However, for authorized sources whose core
business model is to acquire parts only from original
manufacturers that have appropriate inventory con-
trols, the risk is very small. Furthermore, the risk can
mitigated through appropriate industry standards.

3. SUPPLY CHAIN NEEDS

3.1. Enhanced Risk Assessment Models

To be able to effectively manage supply chain
risks arising from counterfeit electronics, it is neces-
sary to first be able to assess the supply chain risk.
However, a majority of the literature on supply chain
risk is related to disruptions (e.g., natural and man-
made disasters, trucking accidents) or external mar-
ket uncertainties (e.g., coordination of supply and
demand).?’-30 Traditional approaches to disruption
risk management attempt to balance the costs of risk
mitigation alternatives with expected losses from a
disruption event, with an objective of minimizing to-
tal costs,?”) and a number of supply chain modeling
efforts have arisen to include deterministic, stochas-
tic, economic, and simulation-based models.?V)

However, comparatively few supply chain risk
models have dealt with the issue of assessing counter-
feit risks—where instead of disruptions, adulterated
products are inserted into the supply chain. Conrad
et al.?? developed a stochastic mapping approach
for assessing the risks of contaminated food supply.
Lehtonen et al.*3) used a hidden Markov model for
location-based authentication in the pharmaceutical
supply chain. However, these approaches can be
quite data-intensive and require numerous assump-
tions from subject matter experts regarding the prob-
abilities of goods transferring from one actor in the
supply chain to another, which in a complex supply
chain may become burdensome. Moreover, a purely
quantitative risk assessment may miss out on the
weights that decisionmakers place on different (e.g.,
everyday vs. catastrophic) risks.** Collier et al.*")
developed a semi-quantitative risk assessment
method for suspect counterfeit electronics based
on knowledge of the system criticality and vendor
history in an attempt to aid the selection of appro-
priate authentication testing protocols. Schaffer()
developed a set of semi-quantitative spreadsheet
tools that assess the risk of counterfeits based on
part type, features of the untrusted supplier, and
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anticipated costs resulting from counterfeit use.
However, the likelihood of receiving a counterfeit is
assessed by proxy through knowledge of the vendor
(e.g., quality certifications, open incident reports) in-
stead of information about the supply chain route it-
self. Thus, while these tools*'*>) are a useful starting
point, there is a need to develop a supply chain risk
assessment model specifically tailored to counterfeit
electronics risks, informed by the route that the parts
have gone through before reaching an end user.

3.2. Traceability Considerations

In order to utilize enhanced risk assessment
models, there is a need to know through what points
the products are being shipped. The ability to effec-
tively trace products through the supply chain is crit-
ical to understanding the risks involved, especially
when supply chains topologies are complex, such as
in food®*» and pharmaceuticals.®

In May 2014, defenses regulations were intro-
duced to address counterfeit electronic part trace-
ability. DFARS clause 252.246-7007,C7) specific to
counterfeit avoidance and detection of electronic
parts, addressees traceability by requiring systems
criteria for a counterfeit electronic part detection and
avoidance system that

shall include risk-based policies and procedures that
address, at a minimum, the following areas . .. : Processes
for maintaining electronic part traceability (e.g., item
unique identification) that enable tracking of the supply
chain back to the original manufacturer, whether the
electronic parts are supplied as discrete electronic parts
or are contained in assemblies. This traceability process
shall include certification and traceability documenta-
tion developed by manufacturers in accordance with
Government and industry standards; clear identification
of the name and location of supply chain intermediaries
from the manufacturer to the direct source of the product
for the seller; and where available, the manufacturer’s
batch identification for the electronic part(s), such
as date codes, lot codes, or serial numbers. If IUID
marking is selected as a traceability mechanism, its usage
shall comply with the item marking requirements of
252.211-7003, Item Unique Identification and Valuation.

One could interpret this requirement in the most
rigorous way as having a system that identifies the
name and location of all supply chain intermediaries
from the original manufacturer once the parts are
produced to the system (e.g., an airplane or weapons
system), and each intermediary and location in
between. However, the costs of this level of trace-
ability may outweigh the benefits. From an industry
perspective, there is a critical need to understand
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what the optimal level of traceability within the
supply chain is to support and address counterfeit
prevention and ensure pedigree to the original
manufacturer. There are only a few families of
electronic parts that offer the name and location of
the supply chain intermediary from the original man-
ufacturer (MIL-PRF-38535 and MIL-PRF-19500).
Even for these military specifications, traceability
requirements are only applicable to supply chain
transactions prior to the integration of these parts
into circuit cards, and do not specify traceability
requirements to the final delivered system. There are
well over 100 different military federal supply classes
of electronic parts, many of which do not require
identifying and naming all known intermediaries in
the military specification. In addition, commercial
devices do not require or provide this information.
Electronic systems supporting the Warfighter could
not be produced on the limited number of MIL-Spec
parts that identify the name and location of all
known intermediaries, requiring the use of parts with
limited traceability. Thus, there is a need for thought-
ful approaches to traceability that balance the costs
of increased traceability with the risks posed to
different systems. The following are some consider-
ations for designing and implementing a traceability
program.

3.2.1. Prioritize High-Risk Parts

In support of U.S. DoD’s better buying power
initiatives, which encompass a set of fundamental
acquisition principles to achieve greater efficiencies
through affordability, cost control, elimination
of unproductive processes and bureaucracy, and
promotion of competition,® there are less costly
alternatives than space grade traceability to achieve
the intent of the regulations specified above for
counterfeit electronic part detection and avoid-
ance. One less costly alternative is to implement
“risk-based policies and procedures” as specified
in the regulations, focusing on acquiring material
from authorized sources, such as the original man-
ufacturer or its authorized/franchised distributor or
after-market manufacturer. When these sources of
supply are not available, the policy should require a
risk assessment that may require more stringent test
and inspection requirements on material acquired
from independent distributors and brokers, where
the likelihood of receiving a counterfeit part is more
probable than from other trusted sources, and the

traceability to the original manufacturer is limited
or impossible to achieve. When material is acquired
from brokers and independent distributors in critical
applications, the forward traceability may need to
link the risk analysis and testing performed to miti-
gate counterfeiting to the lot of parts received. This is
because no amount of testing can truly authenticate
an electronic part. The best testing can do is increase
the confidence that parts do not show evidence of
counterfeiting based on testing performed. Parts that
could impact mission criticality and safety should
have more testing performed to increase confidence
for those applications. From a “risk-based” perspec-
tive, traceability of electronic parts should be focused
on material acquired from other than authorized
sources since these parts are most at risk for counter-
feiting. From a technical perspective, tracking parts
without verifiable traceability and pedigree makes
sense since we can determine if appropriate testing
was performed on critical systems and components
throughout the expected lifecycle of the system.
Even if new counterfeit methods are discovered,
organizations that are tracking these parts could
evaluate the potential consequences and make a de-
termination of how to mitigate discovered problems.

3.2.2. Move Beyond Certificates of Conformance

Organizations also need to be careful not to
trust the paper certificate of conformance (CoC) as
a means to verify whether parts are authentic. These
documents are easily counterfeited and are not teth-
ered to the part. An organization could acquire a
small quantity of known good parts specifically to
acquire the CoC. As a result, the valid CoC can be
fraudulently associated with the parts that were ac-
quired from the open market without pedigree and
traceability to the original manufacturer. There are
numerous examples of false CoCs that have been
provided by suppliers reported for selling counterfeit
parts by ERAI, an organization that monitors, me-
diates, and reports issues impacting the electronics
supply chain. Additional research and development
is needed in promising areas that can help mitigate
the threat of counterfeiting, such as QR codes capa-
ble of authenticating parts on location, which include
data documentation, embedded systems on chips that
include security features, and covert features embed-
ded in parts to assist in identifying authentic and
counterfeit parts.



3.2.3. Incentivize Best Practices

To be fair and equitable, government should not
punish organizations that are victims of unknown
counterfeit methods. Safe harbor should be estab-
lished for organizations that stay current with de-
tection techniques and report known problems of
fielded issues to their customers. After all, industry
can only address the “known risks” and should not
be held accountable for problems that have yet to
be discovered. A risk-based solution to implement
the appropriate level of traceability, such as tracing
parts on critical systems acquired from independent
distributors and brokers, and the testing performed
to authenticate the material, will be an added cost to
execute, but should be a fraction of the cost to imple-
ment full traceability from origin to destination for
all parts. In this example, if batch management with
configuration control and associated testing is imple-
mented and limited to the parts that have no verifi-
able traceability and pedigree, then the cost increase
should be contained to the support necessary to track
the limited number of parts on the assembly that do
not have verifiable traceability and pedigree to the
original manufacturer.

3.2.4. Adoption of Standards

After months of cross-industry deliberation
that included collaboration from government on
the traceability topic on SAE’s G-19CI, the tech-
nical subject matter experts from the committee
recommended that EEE parts verified from autho-
rized sources maintain electronic part traceability
during the procurement and receiving process
that enables tracking of the supply chain back to
the OCM or the OCM’s authorized distributors,
whether the electronic parts are supplied as discrete
electronic parts or contained in assemblies. The
group also recommended that EEE parts from
sources other than authorized suppliers pursue
clear identification of the name and location of
supply chain intermediaries from OCM or autho-
rized suppliers, and in the absence of this level of
backwards traceability to the original manufacturer,
that inspections, tests, and other risk mitigation
methods should be applied. SAE published a
standard, AS6496 “Fraudulent/Counterfeit Elec-
tronic Parts: Avoidance, Detection, Mitigation, and
Disposition—Authorized/Franchised Distribution,”
that addresses concerns from authorized distribu-
tor sources.?” Organizations may want to invoke
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AS6496 on their authorized distributors to ensure
that appropriate controls are in place to mitigate the
risk of receiving counterfeit EEE parts and ensure
that material acquired has traceability and pedigree
to the original manufacturer. The Joint Electron
Device Engineering Council (JEDEC) is currently
developing a standard for original manufacturers to
address the risk of counterfeit parts. Other available
standards include SEMI T20-0710¢% and ISO/IEC
JTC 1/SC 27, which is currently in development.“?)
The ISO 31000 standard®) also provides general
risk management guidelines from an enterprise level
and can be used to tailor anti-counterfeit and other
risk management plans and activities for alignment
with organizational goals and objectives.

3.2.5. Designing and Managing for Supply
Chain Resilience

Supply chain resilience should be considered in
addition to supply chain risk management. The cen-
tral theme of supply chain resilience is that the supply
chain should have the ability to recover to its original
functional state after a disruption.*>*>)

Similarly to how organizations can design their
supply chains to be resilient against disruptions such
as natural and manmade disasters, supply chains
must also be resilient to the introduction of coun-
terfeits. While redundancy, flexibility, and corporate
culture can be important factors that determine sup-
ply chain resilience,*” recent research is focused
on considering resilience as a system property; sup-
ply chain trust can act as an enabler of system-wide
resilience.*)

4. CONCLUSIONS

As the quality of counterfeit products increases,
so does the effectiveness of the detection methods,
as well as that of countermeasures. In years past, it
was sufficient to simply conduct a visual inspection
of the part(s) in question, but as time has progressed,
more effective and reliable inspection methods
have become required in order to maintain an
appropriate level of security. And while new authen-
tication methods such as DNA marking technology
are becoming available, in a resource-constrained
environment, the risk-based prioritization of coun-
termeasures becomes critical. Risk analysis methods
must be developed and implemented in parallel to
complement these novel technologies.



Traceability and Risk Analysis Strategies

Traceability does not provide any assurance
with regard to quality and performance once the
component leaves the authorized supply chain
with appropriate material controls, regardless of
the effectiveness of methodologies and procedures
used. While traceability may show the chain of
custody, it does not indicate whether the part has
been properly packaged, stored, or handled or
whether it has been tampered with along the way.
Trusted sources throughout the supply chain need
to maintain effective material controls to ensure
appropriate material handling and storage, and to
ensure material with traceability is not comingled
with material without traceability. Future research is
needed to build security and traceability upfront, in
the design of electronic parts, that enables security
and traceability throughout the components’ lifecy-
cle. This traceability, in conjunction with other good
supply chain risk management practices, is critical
for military acquisition risk management*® and
cyber-physical security.*”)

Though it is impossible to prevent counter-
feits from entering a supply chain completely, it is
entirely possible to reduce the frequency of their
occurrence. Effectively securing the electronics
supply chain against harmful counterfeits requires a
wide-reaching, coordinated effort. Advances must be
made in technological design, supply chain manage-
ment, and risk analytics. Like three legs of a stool,
without one, the others cannot stand. However,
together, these fields can contribute to truly risk-
informed decision making regarding strategies for
counterfeit avoidance and supply chain resilience,
thereby ensuring global economic prosperity and
national security.
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